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HA(High Availability }58921EIS R EF5Fa kT ek R E H E4EFEEGT)
MR RBRF R RARTR)rSEBYEN. LIRS RSN AR FAtt,

HA iR REIEE HA BRF o ESTE R RESLIFER R REARIZ
FtReRIER AL,

FortiGate 3733 3 F7520A0 HA:

FortiGate Cluster Protocol (FGCP):FortiGate GEEENY;

Virtual Router Redundancy Protocol(VRRP): B3 B EIS8 T AN

TCP Session synchronization: TCP fI&iE R,

SEFHUSTPRRN, IRFENEEIE ? RERSTERPSIRECE ? 4+
LFEBINSEBRM ? T2 7R HA [FIE, 7 g8t RIs B RIBFEHRRIER SR

EFEPAS E1T. A3 FortiGate HUAY FGCP =2 HA 1T,

2 MR MR

AXfER 2 & FortiGate 310B #1T15BE, A FERIERSGHRA S FortiOS

v4.0MR2 Patch8,
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3.2 EF-HaRE(

EHRIEIUAP) HA EREUET TIERE T NRELTEONE EREHWE
[ NRETIIREEIREFHE T (F,
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4.1 BRIV T EIR SRS

HA B FFIRRT, HA B RIS E T LA N R B i s £iR e, S FIREInss
FoRkfa HEIRE A NIRE.
EHIFNEER 1 ELER 4
1. im0 AR EEE R %
2. =17RYIE)IE1TRIIEMES B T —544 I TRHRIEE 5 DHLANAREEER;
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4 1R FIS IR EFHEERE NIREFY I SEARIBSHRIZE N EIRE.
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Tl o = hias

HA Z{TR3EI(Age time): SR ERNEGM izt a2 5 RS SR8 Ek i ]
K34 Age time {EE , AR nfxim AN ZEER SN BB AZIR EHT age time B
B Bt EMRIRER age time B\ BB ABEERT AR LSS I IEFPEE.

TERTERY HA IME, HA pRATBERIAREIRSEE,FGCP /288 5 D<K
YRS E)ZE, LURIELC RS BIE ARSI £ IR S RYZRES,

BE& HA B THIEIE

ha-b-118 # di sys ha dump 1

HA information.
vcluster id=1, nventry=2, state=work, digest=2.ec.cf.4e.a0.5a...
ventry
idx=0,id=1,FG300B3909600118,prio=130,-100,claimed=0,override=0,flag=1,ti
me=0,mon=0 mondev=port7,50port5,50port2,50port1,50
ventry
idx=1,id=1,FG300B3908600981,prio=120,-100,claimed=0,override=0,flag=0,ti
me=252,mon=0

ha-b # exe ha manage 1
ha-a-981 $ di sys ha dump 1

HA information.
vcluster id=1, nventry=2, state=work, digest=2.ec.cf.4e.a0.5a...
ventry
idx=1,id=1,FG300B3908600981,prio=120,-100,claimed=0,override=0,flag=1,ti
me=0,mon=0
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mondev=port7,50port5,50port2,50port1,50
ventry
idx=0,id=1,FG300B3909600118,prio=130,-100,claimed=1,override=0,flag=0,ti
me=-252,mon=0

Hrh time BI9 HA BIRTEIZE, lEAb /9 ha-a-981 Ba TR ha-b-118 [EahAt|a]

25.2 #b.B) HA B9RTa) =,
HA IS BIEE R FIRBIESFNE _ZG N TF HANENXRZIEEEERN
HZE EEZNETRERLTHR LT AKX T I EEE ARG

- BNEIRE o, B HNIRE
FortiGateA %=~ ~ o 55200 FortiGateB =~ = {100
2 HAE G5:5< A HAE &5

ﬁﬁ@ =1

T1 T3
BEalEtER 158 IRF RS 0535 HTo#a

1.18BISa0RT: A B /S50 AT B FRE I TRIEIZENT 5 580 HA 152 AYEA
Figg B A LRSS T B,
2. BJIEIRR 1 580 T1: A IREZIEISEECIRR, B kA o188 7E A latsie Ok
Sia.A EFEATIREIIN HAER A BLESST B B HA RBIZE(VINF 5
ek
3.BYIE)RR 10 S8 T2: A IR IS ERECI080 B OS2 IR 7E A lntsie Ok
Sia.A EFEAMNREIN HAER A BIAEREAST B, HAREEXTF 5
ek

diag sys ha reset-uptime BILAEE HA i=1TAYE), LABRR FiEIS FREBRO(L ST

FREEFHBMAREENEIRE.
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R A ERARE—EEATIRE TIE R T AR BREMMERIL
A BRTLAS A HA Override (18 (), iXH¥, BMEIR & LM BIRE 2 Ja BT HA BY
ETRTEE R ARG A ETIRE.

Override FFEIER N MREREFER NRESHUAETRE FEREFER
WEE BEIBTES MIFAEEIREENT. HA override FFERT, AIREM
IREFISEE N T IRFXBRIEINE N E BAERERERE G XRATENE S
BHRRERL, SHER.

5.HA BYEEHL MAC ik

5.1 B2l mac B RL R HER

HA HZ20],FGCP SIS AEIRF R MNMEOEI MAC ik, ZFIR )
ARt NIREIESAERBERIREIL MAC Hitit, FEHL MAC (ERLATIER:
00-09-0f-09-<group-id_hex>-<vcluster_integer><idx>

B <SEER MAC ik
ha-b-118 # get hardware nic port5

MAC: 00:09:0f:09:00:05 #El MAC btk

Permanent_ HWaddr: 00:09:0f:89:29:29 #ESC MAC ik
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Velster-
integer

v
00:09:0f:09:00:9§

t (|

ERMACGRIEFE Group-id Port-idx

group-id: 0-63,ZKIA79 0
Vcluster_integer: 0,2  vcluster 1 3 0,vcluster 2 3 2;415RKEF vdom, K545
#4 root 13 vcluster1,Bp vcluster_interger /3 0,

ldx:im S, LALATRIREHES

port1 virtual MAC: 00-09-0f-09-00-00
* port10 virtual MAC: 00-09-0f-09-00-01
* port2 virtual MAC: 00-09-0f-09-00-02
* port3 virtual MAC: 00-09-0f-09-00-03
* port4 virtual MAC: 00-09-0f-09-00-04
* port5 virtual MAC: 00-09-0f-09-00-05
* port6 virtual MAC: 00-09-0f-09-00-06
e port7 virtual MAC: 00-09-0f-09-00-07
* port8 virtual MAC: 00-09-0f-09-00-08
* port9 virtual MAC: 00-09-0f-09-00-09
e port11 virtual MAC: 00-09-0f-09-00-0a

* port12 virtual MAC: 00-09-0f-09-00-0b

5.2 Y{anEEGaREHL mac Htibhse
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ST EEAFER DRSS HA SERHT, FEEA HA BY group-id SRR

FZ1 HA BNENERFFEMERAY HA group-id, FGCP &5 Ba AR HA FiRE1EE
AYREHL MAC b, S MAC HtBiibdzse,
ANERFEA Cluster BUEEH mac HBHEER S ER /9 0009.0f09.0001, 35HEH 1G HIR

2 MEBRY MAC it BIEEARBRYZEO L.

1 0009.0f09.0001 DYNAMIC Gi1/0/1
1 0009.0f09.0001 DYNAMIC Gi1/0/4

HIXFIEIS,535 ping B cluster /Y port1 G & HIL FEAVENR
Cluster_1 Cluster_2

reply timeout
reply timeout
reply timeout

timeout reply
timeout reply
reply timeout
reply timeout
timeout reply
timeout reply

/" Cluster1 Cluster 2

- -

* 5% Port1 Port1 <

%, 0009.0f09.0001 0009.0f09.0001 LI )
- > —t z
Switch
Hearntbeat - Heartbeat

-

-

-~ Port1

A ERIER
0009.0f09.0001 ?

B AT HA group-id

config sys ha
set group-id 12
end
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6.HA HEcE

6.1HA BLE ZBIRVESR

HA BcEZ R EHRRLA T ER:
1B AR A —EL

R AEE, NEN T IS SRR EFRIRSS R A B A —2L.

GateA # get sys status

Version: Fortigate-310B v4.0,build0328,110718 (MR2 Patch 8)
Virus-DB: 11.00782(2010-05-07 00:42)

Extended DB: 1.00001(2010-05-21 13:37)

IPS-DB: 3.00032(2011-07-14 13:11)

FortiClient application signature package: 1.439(2011-11-15 16:59)
Serial-Number: FG300B3909600118

BIOS version: 04000011

Log hard disk: Available

Hostname: GateA

Operation Mode: NAT

Current virtual domain: root

Max number of virtual domains: 10

Virtual domains status: 1 in NAT mode, 0 in TP mode
Virtual domain configuration: disable

FIPS-CC mode: disable

Current HA mode: a-p, master

Distribution: International

Branch point: 328

Release Version Information: MR2 Patch 8

System time: Tue Nov 15 17:10:50 2011

2 INRigFE A NEHFP B IRFWEVIERN BN D XRE—E

BT get sys status EEREZRIEARRE:

GateA # get sys status

Version: Fortigate-310B v4.0,build0328,110718 (MR2 Patch 8)
Virus-DB: 14.00000(2011-08-24 17:17)

Extended DB: 14.00000(2011-08-24 17:09)

IPS-DB: 3.00032(2011-07-14 13:11)

FortiClient application signature package: 1.444(2011-12-02 00:36)
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Serial-Number: FG300B3908600981

BIOS version: 04000011

Log hard disk: Not available

Hostname: FG300B3908600981
Operation Mode: NAT

Current virtual domain: root

Max number of virtual domains: 10

Virtual domains status: 1 in NAT mode, 0 in TP mode
Virtual domain configuration: disable
FIPS-CC mode: disable

Current HA mode: standalone

Distribution: International

Branch point: 328

Release Version Information: MR2 Patch 8
System time: Sun Dec 4 21:51:10 2011

Not available FRIHAEANFERRFARBERBNZHE.
Need format R HELEFEERET, ATLAER execute formatlogdisk FAFI&T{L
R,

RS XA—EETLUBE LA N ap S RIELE

execute scsi-dev delete
execute formatlogdisk

3.HA R37#5{FJ9 PPP BiE DHCP & i, AT LA=S#Z /S50 PPPOE B DHCP
RS ISTTEER HA 120, B2 HABJLUE/ DHCP fRSS=573EC IP btk

6.2HA fic&

ANRREE-FE-SUEY
1.6
2 IGTEIREMITH;
3 IEFEEED HEEEMIREERS;
4 ERHIRE N EEBERARIERE,
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5,176 13 1 i 2, LAR OBk Eeiz O, B OBk ez LRI, BT LAER— 1 e S 4

YEEREE O OBk (hbdev), ERINEFES MNOBED LULRESHMES
EHED BMEAEHOBEED. 2 83T HA BSOS RS EiEEER
o] SR PZ SIRE LK VLAN EERTRBTEERE R OB,

4.3 RAFFERITFAFPEE— SRS MEORTRIERLH session
pickup(ZMEOEREBHEHSIERE). SERSEHER Ethertype 0x8892,15%E

STEELZOER N 2ERSBEZH OB 4R

config system ha
set session-sync-dev port10 port12

end
= © miE f., =5 Eah-EE v
- = Status | BEtiks 130
35ty s =|§
5 () DHCPESE | Desemwimssms | ViaN2D ~
= i BEE |
o« BIREE i
ﬁﬂ] E\Iﬁ *eeeee
BEMIE EaETE
UTMm
LBk
= ﬁu"%ﬁm@a@(o 512)
BEA - ' = —
port v 0
WAN LIS
— port2 O o
— port3 O ® 100
HSIReS potd O i

HA SR VR iR B A LRI TENIRE.

7. ERE

HA Failover &% &R —Me&nlH BT RHER XIS RN FREARY
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ENUEE), TR R R SSRIEFIMEH, HA Failover EXEZ,
FGCP R{HLA T =FtsiEik SN Hl:

1 IREHEIRE

2 im RS

3. DIERIE

7.1 IREHEIRE

—BFiRBEBE SR PV E MR RIS EEE i £k & HE RN
IP 1 MAC ittt HEFrEEOAXEZE ARP,

FIREIFL FEig&E
’1‘" -
[ % Zz= EEEeMUNEEE — = ]
; AANE] s —

. . TEEFITE, . .
,r:SW“Ch Hebrihest Switch V.Swnch Hebirtileat Swnchv :
” > 4 ” ”
& | - A=

o SEARP 7 REARP
MigZ TERE

BOAOBEERBES 6 N &R OBHER 200 ms;
config system ha

set hb-interval 2 #10k hello E28]F@,200ms

set hb-lost-threshold 6 #OBEEKLIRIE6

end

EINEECE OBERT (/8 2 MOBHRO TR AER.

7.2 mOSERE
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REEBIRHRERXIER, KRS EN RS, BHTREREFNELE,
G S INIEE, BT EnEROEDE HA B TRIEWE S SEEEh R,
MRS IINEEEL,

FiReE Migs=
Port1 Port2 Port1 Port2
2 7~ > >
il T L SWIEN pebrtgeat  SWIC,
7’ 7 P
"2, = *"% =
=7 ErT
2 ARP " mmARP
Port1 Port2 Port1 = Port?
Mlz% ERE
N g
AR

Session Failover £iEHEME, EEE HA RET,MERFFE Session
pick-up(AI21E31E), MRBIRE B CiORSHIRNFHRASTEEESIKESEEH.

=€ mim : =iy o v
| ——
. I' = Status g DEfLE 130

- Pl
#-ld DHCPRREEE — & CissempOnesns | 11 v
e BE i |

T | ares

i ® SNMP v1/vZ2c l BE  FGT.HA

- BIREE

>. . E{fE == L1112 ]
+ G EEGRE >
i1
Fkeis
UtTMm
EEM portl ] 0
pri= e port2 [ 0

—HB HA HIIHEE E8PINIREHERE AFIRE RIEECESHSE
ERSRER RN ERESSIE.
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1T M ERIESE
config system ha

set session-pickup enable
end

SIRSTESF A ST FRIEE

A1EHEFF TCP 1 IPsec VPN &iF;

ASZFF multicast,ICMP,SSL VPN £1&;

3785 UDP &1F;

ST UTM QMRRISIE, 10 AV, Web iS58, SR BRI i, P ZS3RY;

XIFH IPS S EERRIE

8.HA IR

HA BFPRERTLUEIE web FER ST 2 MAHESE.

BEFERE 5 seconds ¥ SEEEHAYES >
CPUFIFEz
AEAEE =lheac= o) EREEES
2FE
ha-b-118 N 16 2l 40 46820 0
@ 5
FG300B3909600118 42 :ﬁ S e R
32 Kbps 10216191 0
AR Jsligkae=0 fer el
e
ha-2-081 _ T 20 6255 0
@ 15 o
FG300B2002600981 = s ERE BRIETH RN
== 8 Kbps 477192 0
14%
ha-b-118 # get sys ha status
Model: 300 #HA IZFEIS
Mode: a-a #HA T1EEZ
Group: 14 #HA 4Hid

Debug: 0
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ses_pickup: enable #EBERSIERE
load_balance: enable #RBEIIEE R

schedule: round robin #hEIOEAL

Master:130 ha-b-118 FG300B3909600118 0 #UBIFIRET
Slave :120 ha-a-981 FG300B3908600981 1 #LUBINIRE
number of vcluster: 1 #REHASRETEL

vcluster 1: work 169.254.0.1
Master:0 FG300B3909600118

Slave :1 FG300B3908600981

9.HA TRV EHT

TR HA ARG RTURTRIR(ES 2B B PERITEANEA—HF 1L
TR AP R B EB R ERRY BRI BN A=, BN
1181 Web FE_EAEHTHY Firmware EX{4hRA;

2 AIRRFTIFE AA RV T FHRITR GG R AR,

3. RAE ST RFIBRINIRE,

4 —BMIRETHER ST BIRE R EIRE, FIRFIFIZITHAY Firmware hiR7;
5. AR RIREIRE,

6. AIRRF TIFE AA RV T RSB R EYE.
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O w4 R

S

=€ iR =

[TIEIITD

| |
. FEIE FG300B3908600981
o (5 R | |smEmE 7 5 0 /N 28 5358
(i DHCPERS: 7 % E5H5 Thu Nov 10 01:33:40 2011 [Ei7]
5 G == ; HAREE Ea1-#EE] [EE]
R e | EEEw FGT-HA
= SNMP v /v2c I ha-a-981/FG300B3908600981 €3
= EEREE ha-b-118/FG300B3909600118 [N
| wmue T | wmeEE v4.0,build0328,110718 (MR2 Patch 8)
el [FHE]
RS fm—iREfS: Tue Nov 8 18:32:22 2011
Frasktg [Ei5] EREF]
UTM FortiClientiza FortiClient 4.3.3-Windows (32-bit)
ETER NAT [EEf]
ERER EHE A/ (=280
s =RIEER 2 7]
WANFE(EIIES EEla admin [{EREE]

10.Full Mesh £5#9 HA

HA Full mesh 297 R A HH IR malE SR EIERTHE RS HINAY
PRI RORER T 5
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r‘ ! Heartheat » I INTERNET
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5 I %, I
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p C‘Hpe ": “
B

< __-“" Redundant
- interface

Active-slave
Full mesh FETRENHRIIPEIETIF MRABHEHEU LB STRNZE
4, £ & FortiGate L{&£F3 redundant M, D3 EE O R TRIEO D BIEE 2
BRI, BBAEESTHRN B EREIRR, & AR & RIS 38, T

FEONIZEFREE% FortiGate TLREL
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M.8%

High Availability (HA)

Technical Note : Restoring HA master role after a failover using "diag ha reset
uptime"

Technical Note: FortiGate HA A-A TCP Packet Flow when a Protection Profile
is enabled

HA Cluster virtual MAC addresses

Configuration changes lost when HA override enabled

FortiGate HA synchronization

Updating MAC forwarding tables when an HA link failover occurs
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